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(54) TAMPER-FREE SYSTEM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To protect the attack for estimating inside 
secret information by conducting a regulation to processing outputs 1 
when malfunction is detected in the prescribed data converting 
processing of outside input data, and applying a physical shock to an 
internal circuit from the outside to cause the malfunction, then 
observing the output thereof. 

SOLUTION: A malfunction detecting part 3 detects whether or not a 
malfunction occurs in the ciphering processing of a data processing part 
2 based on a plaintext and cipher data. When there is no malfunction, 
the cipher data is supplied from a control part 4. While if there is a 
malfunction, the output of cipher data is shut out by the control part 4. 
A person who tries to obtain secret information in a tamper-free 
apparatus enters processing target data and giving a physical shock 
such as heat and light or the like to the processing part 2, and tries to 
observe output data which reflects the effects of the malfunction 
depended on inside information. When the malfunction is caused by this 
shock in the processing part 2, since the detecting part 3 forbids output 
to the outside of the processed result which is reflected by the effect of 
the malfunction, the attacker is impossible to procure data, and 
impossible to obtain secret information in the apparatus 1. 
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